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© A orcgr-arr. executing on a first processor in an 
MP configuration awaiting the release of a resource 
held by another processor, detects the expiration of 
a fixed time interval, and inmates a hierarchy of 
recovery actions designed to cause the resource to 
be freed. These actions, targeted at a processor 
believed to be the one currently holding the re- 
source, are taken only if that processor is not ex- 
ecuting an "exempt" routine. The actions, taken in 
order of increasing severity, are: wait for a second 
fixed time interval; terminate the routine on the 
resource-holding processor, allowing retry: terminate 
the routine without allowing retry; invoke Alternate 
CP Recovery. The hierarchy is escalated against the 
target processor until that processor releases the 
resource, and against other processors in the con- 
figuration until the resource is acquired by the first 
processor. These actions may proceed in parallel for 
multiple detecting and target processors within an 
MP environment. 
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SYSTEMATIC RECOVERY OF EXCESSIVE SPIN LOOPS IN AN N-WAY MP ENVIRONMENT 



":-:s rverncn :e:a:es \z -.re ; :e-c :f systems 
-.—.--^rr.r-.rg. .Mere scecmcaiiy. 't r e : -a:es :o 
~-?;~aris~s ; :r :e;ec::r.c anc recovering J :crr, sen 
:::Ls:::r! n mjiticrocesscr system configura- 

A sen ccc :S a :cra;ticn wntcn occurs m a 
rTiij': crzeessor .MP» system wner. a routine execut- 
:rg cn one Central Processor (CP) :s unacie to 
ccmciete a function Cue to a aepenaence on some 
ac:::n cemg :aKen on another CP. if the function -o 
rrust ce ccmcietec cerore further processing can 
be cerfemea. trie routine may enter a iocp anc 
scin waiting for :ne required action to be taKen en 
the other CP 

3cm :ccps typically occur in systems such as :s 
WVS-XA anc MVSESA when a system routine is 
attempting to perform one of the following func- 
tions: 

1. Communicate with other CPs - For exam- 
ple, when an MVS system routine running on one 20 
CP determines that an address soace should be 
swaoped out of main storage, it is necessary to 
notify ail other CPs to purge their translation 
iookasice ouffers of addresses reiated to that ad- 
dress space. This is accomplished by issuing a 25 
SiGP (Signal Processor) Emergency Signal to the 
ather CPs. Until each CP responds with an indica- 
tion that :t has performed the required purge, the 
initiating MVS routine will enter a spin loop to await 
comoietion of the reouired action. jo 

2. Serialization of function across all CPs • 
MVS uses svstem :ocks to serialize execution of 
many functions across ail of the CPs in the system. 
This is -ecessary to ensure the integrity of the 
ooerattcr :erg performed. The generai locking 35 
arcnitecture -sea in the MVS system is described 

in the :3M Technical Disclosure bulletin. Dec. 
1973. volume 16. No. 7, at page 2420. As an 
example, S an MVS routine on one CP wishes to 
process :ne results of an I/O interrupt from a de- -*o 
vice, it must ensure that status about the interrupt 
is not inaoverrently corrupted by a system routine 
on another CP wishing to initiate a new I/O opera- 
tion to the oevice. This is accomplished via the use 
of a. system lock per device. If a system routine 45 
requires the lock for a given device which is owned 
by a routine on another CP, it will enter a spin loop 
until the lock becomes available. 

Spin loops are a normai phenomenon of an MP 
system. They are almost always extremely brief so 
ana non-disruptive to the operating environment. 
However, when their duration becomes excessive, 
spin loops become a problem which requires re- 
covery action to resolve, in the prior art, those 
actions were determined and performed by the 



sys-em rcerator 

Excessive scm -zee <E3L; ::rc::::rs zir z-. 
tncgerec for a .vice variety of raises, -.r r^r: ^ 
the CP -.vner is rcicrg a resource recu '?i *~f 
routine 30in?«rg cn another CP may be. 
0 Excener.cng a ".arc ware ; a;;ure 
0 Excener.cng a software ranure 
3 Performing a critical ''unction .vncr. :aK=s =- 
unusually iong period of time to compete 
0 Stopped oy the operator cr cy :re ocera:-: 
system 

In the past, the MVS operating svstem de- 
tected the existence of an ESI anc Surfacec :re 
conoition to the system ocerator. The cetec::cr 
was oerformed by the routine m the sctn :ccp. after 
spinning for a full ESI timeout interval, wmch was 
approximately 40 secencs m MVS. It then ;nvcKeo 
the Excessive Spin Notification Routine, to issue a 
message to the operator requesting recovery ac- 
tion. 

Determination of the correction recovery action 
to resolve an ESL condition is complex, error- 
prone, and especially critical given the severe m- 
pact such a condition has on the operating system. 
Due to the frequency of inter-prccessor commu- 
nication and cross-CP resource serialization -n an 
MP environment, when one CP fails, all ether CPs 
very quickly enter spin loops until the problem cn 
the failing CP is resolved. 

According to the prior art. there were three 
recovery actions that an operator can take when an 
ESL occurs. Each has benefits and drawbacks as- 
sociated with it. The actions are as follows: 

t. Respond to the ESL message to continue to 
soin on the detecting CP for another excessive 
spin loop interval. 

This will only have benefit if the cause of the 
spin loop is temporary, i.e.. if it is due to some 
unusually lengthy but legitimate processing on the 
CP causing the condition. 

The problem here is that neither the operator 
nor MVS knows whether the condition is temporary 
or not. If the operator does not respond to continue 
the spin and instead performs a recovery action, 
the possibility exists that an important MVS system 
function will be the target of that destructive recov- 
ery action. This may even result in an unnecessary 
system crash. 

On the other hand, if the operator does decide 
to continue the spin, how many times should the 
spin be allowed to repeat before taking a more 
forceful action? Each response to continue in the 
spin loop further prolongs the time that the system 
is unavailable. 

2. Respond to the ESL message to trigger the 
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V. . S - :e"3-r ^ - r -=:r .e. r y ACF. ■ tunc:::". ; :r t~e 
^a; "~ CF "re :er-erai -.CR ;, .r:::cr. <s :esc:cec 
r, -=M "ecnr;c3! -.s::csure Eut;et;r. Nov ?9T3. 
sierra "5. No. 5. at cace 2CC5. Tre =:gcntr.m 
.sec tc re-ermire -vn:;?. 3 :r,e 'anirg CP tr. ar. N- 
■v = v f rv : 'znrrert s zescrcec ?n :SM 'ecr.r.ica: 
-isc:csu:s 5ci:e::n. ju.y t'333. Voiume 25. Nc. 2 a: 

Tr:s causes tre '5; every routines c- r c tec ting 
t~e crrgrarr. rur.mr.g on :re -atiirg CP tc ce in- 
.•c<ed. Tr.is -s cone :o ailcw the recovery routines 
:o 'eiease r esources re!o on :r.e failing CP which 
T.ay ce recurec by the CP currently in a som loop. 

The orawoac.K of tns action is that it aiso 
-esuits ir removing the "failing" CP from use by 
:~e MVS cceratmg system. Excerence nas shown 
tr.at excessive sc»n locos are usually caused by 
r,cn-CP reiated hardware or software errors. Tne 
recovery crccessmg associated with ACR may re- 
soive :he scm loop but removing the CP from the 
configuration is nignly cisruotive and also unnec- 
essary m the majority of spin loop scenarios. 

Even with a mghly-sKilied operator, who deter- 
mines anc performs each recovery action after only 
30 seconds delay, the system is completely un* 
availaole for several minutes. In addition, the CP is 
unnecessarily removed from system use for an 
undetermined period of time. 

Another drawback cf the ACR action can be 
that recover/ routines are allowed to retry after 
being invoke Therefore, the ability of the ACR 
action to resolve the soin loop and avoid a system 
outage is highly dependent -on the effectiveness of 
the recovery routines orotecting the railing pro- 
gram. If the recovery routines do not release the 
resources -ecuirec oy the CP in the spin loop, or 
retry cacK tc a cant m the failing program which 
causae tre prooiem to begin with, the spin loop 
ccncuicn will not be resolved. 

3 Respond to the ESI message to continue 
the scm on the detecting CP AND initiate a RE- 
START from the system console to interrupt the 
routine executing on the failing CP. This action will 
trigger invocation of recovery routines to force the 
reiease of resources held on the failing CP. 

The crawback of this action is that it results in 
termination of the current unit of work because 
recovery routines are not allowed to retry when 
RESTART is invoked. Thus, even though the re- 
covery routines may be able to successfully re- 
solve the problem causing the spin loop, the pro- 
gram is forced to terminate. If a critical job or 
subsystem is active on the failing CP when the 
spin loop is detected, invocation of RESTART will 
cause loss of that critical subsystem and perhaps 
require re-lPL of the system. 

Another drawback is that the RESTART proce- 
dure is more complicated than simply responding 



•■: a message arc s t^re*:^ z-:~i ': 
■error. 

Mcst ESL ;orc::*cns. :«e :: :ce:tr- - • 

.raced Late ' ". : every cct.cr s. ~rc -\ tr 1 1 . ~ 
; :*3sn arc an ex:encec cut ace 'rC'-irr- 
in accincn ;o :re ccmo'ex.ties :f re 
recisicr.s 'eauirec by :r.e cce r at:r :c e :: r- — 
an ESL ccnc.ticn. tr.e r-ecnarics cf r~ez: ~ z ~a: 
recovery ceccme Sicniticart'y rrcre trvciv-?*: * "~ 
'0 cceratcr ;s urabie to answe r tre iz-r zcz ~t5- 
sage ana instead must 'esccne to tne zzz 
restanacie wait state. Fcr e*arrc:e. :cr m a~ = 
response, the ooeranng prccecure invokes: 
1. Stooping ail CPs m tre system 
is 2. Storing the ACR -escense >.r. ~am itrrace 

on the detecting CP iwnicn may ce - r - • •-: a*. :n 
tne installation's policies) 

3. Starting all the CPs excect re :e:e:::-g 
and failing CPs 
20 4. Restarting the cetecting CP to initiate re- 

covery. 

SUMMARY OF THE INVENTION 

25 

The present invention is a system and orccess 
in a multiprocessor system environment, for detect- 
ing and taking steos to automatically recover from 
excessive spin loop conditions. It comprises iunc- 

30 tions and supporting indicators that clearly identify 
true spin loop situations, and present a nierarcmcal 
series of recovery actions, some new to the ESL 
environment, that minimize the imoac: of the ren- 
dition to the multiprocessor system, and its wcr- 

;s kload. 

It is an object of the present invention to pro- 
vide an automatic and efficient mecnanism for de- 
tecting and recovering from excessive som icoo 
situations in an MP environment. 

jo - It is a further object of this invention to recog- 
nize persistent, related spin loop situations m an 
MP environment, and recover automatically from 
them. This includes recovering in parallel from mul- 
tiple ESL occurrences involving more than one 

45 failing CP. . 

It is a further object of this invention to present 
a hierarchy of recovery actions representing pro- 
gressively more severe actions, so that a severe 
action is taken only when a less severe action has 

so failed to resoive the problem. 

BRIEF DESCRIPTION OF THE DRAWINGS 

55 Fig. 1 is a linear time flow diagram showing 

an overview of the Excessive Spin Loop Recovery 
(ESLR) Function operating in a 2-way MP environ- 
ment. 
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2 £ i *u-c:.:r vr.-.v :;acram o ! j:'.n:r-g 
E'lrssi.e 5:- Recovery crccessir.c. 

= n 3 . Z s = :ur.c:;cr. flow ctacr=rr. sr.cwrrg ri~e 
- i-arrrv :t "ecovery =c::crs :a.-;en .vitnr. ESlP. 

-z. - 'SB linear tine rlcw :iac:am shewing 
= ;:e~ar.c r .-.r.icr, ESLR orccessmg is usee :-: 
es; e a 3 it 'ccc reaciccx situation m a 5-way 
V.P arvircr.r.er:. 

r CLire 1 srews an environment :n wmcn an 
e"crir-er.t or T.e oresent .nvertion operates. It 
i:i-js:ra:es a 2-way MP system consisting of Central 
P-ccesscr i 'JO) ana Centra! Processor 2 (11). 
Ce~:r= ; Processor i. r.avtrg obtained spin-type lock 
x 2I :: -.e '0 (i0i). su'csecuently enters a disanted 
loco t r 02k Central Processor 2. reauesting spin 
icc'K x a: time to *i (HO), is unable to ootain it. 
ana so "spins", periodically re-reouesting the lock 
(mi 

As with systems of the prior art, it is the 
responsibility or the processes which have reauest- 
ec a som-type lock to determine that a "long" time 
has eiapsea since the lock was reauested (a time 
interval referred to as the ESL. or Excessive Spin 
Loco, interval): naving recognized that this period 
of time has eiaosed, (112). the requesting proces- 
sor invokes the Excessive Spin Loop Recovery 
(ESLR) processing of this invention (11 3). This 
processing ultimately results in the release of the 
!cck by orocessor 1 (103), and allows the subse- 
quent acquisition of the lock by processor 2 (1 14). 

Referring to figure 2. excessive spin loop re- 
covery processing is entered when the CP request- 
ing the ! ock detects that it has been waiting for the 
Icck for an excessive amount of time. On entry, this 
routine checks to Determine whether excessive 
spin ;coo recovery processing is active on any 
other CP in the complex by cnecking the CVT 
glooal control block (24) via the atomic "Test and 
Set" operation. If the answer is yes, there is an 
immediate return and this indication is not treated 
as a detection of an excessive spin loop. 

if the answer is no. the failing CP is identified 
as indicated in the aforementioned TDB (Vol. 26, 
No. 2. at p. 748V and the identity of the failing CP 
is saved. A check is then made to see whether any 
spin loop recovery action was taken for this failing 
CP within the last excessive spin loop interval. If 
so. subsequent recovery processing is bypassed. 
In tightly-coupled MP systems of three of more 
CPs. this is done because two different CPs could 
enter ESLs against the same failing CP within the 
same interval. When the first of these two ESLs 
results in a recovery action, the second ESL must 
be prevented from initiating another (more disrup- 
tive) action before the first one has a chance to 
complete. 

The Excessive Spin Loop Recovery Processor 



. EEL?.' ~air.;a.rs a tac.e >.r : :ca. : r : ; e - : 
ts ;re :r :re : =s: ESL -ecce'v iz::~ ■;-•=- 
arsir.s: aacr: CP This List -c:;cn '~r<~r 
T=c;e ■25'' ~'cS ere ertrv ze r CP E5L. = . : : ~ - 

5 cares re ::::k .axe zr ~r:r/ .v::n — e LA~ ■=":-. 
*'cr :re railing C? if sr. EEL rtervai "as -ct zazzZ 
sines the ast act::n against this railing CP -:■ 
action. :s taKen. he -v ever, rre -ast ;etect;cr. :~e 
LASTDT -23) fie.c s jr cater re cause ;r:s -retec- 

:: tier rrvjs: re reccrcec ro ens-jre rre rrrcer :e:e r - 
miration cr a cersister.: prociem. "re :!cck v=:.e 
is again retained arc tr.en stereo m :~e r era: ESL 
fieic ;'2S). mcicanng that this retecticn s tr-atec as 
a gtccal cetecticn. anc rre routine returns :o :re 

rs easier. 

if ro action was taken for this CP within :re as: 
ESL interval, a cneck is mace to see if an ESL was 
detected against any CP within the iast two EEL 
intervals (23). 

20 The question here is whether two consecutive 

(ESL) occurrences represent repeated manifesta- 
tions of the same problem (i.e., a persistent prob- 
lem) cr whether each ESL occurrence represents a 
separate prcoiem. If an ESL is identified as occur- 

25 ring for a persistent problem, the recovery action 
for that ESL will be the next one in the series of 
increasingly severe actions for that particular failing 
CP. 

If an ESL is determined to be the initial mani- 
ac festation of a problem, all the ESL indicators for all 
CPs are reset so that any sequence of actions for 
any CP starts at the first action. 

The Excessive Spin Loop Recovery Processor 
(ESLR) maintains a field (LASTDT) (28) m global 
35 storage showing the time of the last detection of an 
ESL against ANY CP. 

A persistent problem exists if: T-L^STDT < 
2xESLI wnere: 

T = time of this entry to the ESL Recovery routine 
jo ESL1 = excessive spin loop interval. 

When processing of this ESL is complete. LASTDT 
is upcated with the current time at exit from ESLR 
process. 

Given that time between entries to ESLR from 
45 a given spin routine is equal to ESLI plus a very 
small delta consisting of linkage time from the spin 
routine to the ESLR process, it follows that the spin 
routine will continue to call ESLR in less than two 
spin loop time-out intervals until it has obtained its 
so acquired resource. However, a given invocation of 
ESLR may be locked out if another CP has already 
serialized the ESLR function. Therefore, ESLR 
must be cognizant of all entries to ESLR from any 
CP. If no entry to ESLR occurs from any CP for 
55 two or more spin loop time-out intervals, then it 
follows that ALL spinning routines obtained ALL 
their desired resources subsequent to the last call 
to ESLR. 
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: e c ■: s £ :e:e!Trir=:!cr .vetr.er :re 
: =. ~c CP ; - " r ^ c: meeting = :cu:;re Tai .5 
T'c^CtrC from 6xl6SS.".e sc;n CCC r rCCvery crc- 
:essirc ';r.c:ca*ec .r r.e -CCA ciock t2T",). - 
mecrar.s.T. ; cr provarg sucr. an exerr.zv.cn :s 
■ ec-irea because :ne r e are egitina:e system rou- 
;:nes .v:cn :cu:c :tnerwise trigger E5L icncitior.s 
oecause the time to :rmc ; ete tre iur.cncn exceecs 
tr.e ESL time-e^t va.ue. This allows the system 
':u'.;r,es to set an irc;caicr arcane the ergtry 
hjrc:;cn <r. a fieic crecxed oy the ESL recovery 
crccess. This exemcticn mecnanism ailcws tne 
ESL interval to be reauced far ceiow its vaiue m 
crevicus MVS systems of 40 seconcs to sigmfi- 
rartly imcrove ESL r ecovery performance. It elimi- 
nates tr.e need tc spin for such long oenccs to 
avcid an ESL cetecnon and recovery action for a 
'egitimate. temcorsry condition. Some MVS func- 
tions induced m this validly exemoted category are 
those wmcn load restartabie CP wait states for 
operator communication, place a CP temporarily in 
a stooped state, or communicate with the operator 
via aisaDied console communication facility. 

if the failing CP is not executing an exemot 
routine, recovery action is initiated for that failing 
CP. This recovery action processing is further de- 
scribed m Figure 3. Having taken the appropriate 
recovery action, the current cicck value is placed in 
the LAT field (26) of the failing CP and the global 
ESL fieid (LASTDT (29)) and return is made to the 
caller. 

Referring to Figure 3. on entry to recovery 
action processing an index is incremented asso- 
ciated with the failing CP. A check is then made 
against the value of the index. If the vaiue eauais i. 
a return is maoe to the caller. This results m a 
continuation of spinning on the desired lock for 
another ESL interval, it is imponant to wait for this 
additional ESL interval since it is possible that a 
call may have been made to excessive soin loop 
recovery processing in the window of time between 
the clearing of the exemption flag and the enabling 
of the associated CP and in this case no disruptive 
recovery action is desired. 

tf the .index is equal to 2. an indicator is set m 
the CVT control block indicating ABEND as the 
recovery action. A Signal Processor instruction in- 
dicating restart is then issued to the failing CP to 
give control to the restart FL1H. Return is then 
made to the caller. On the failing CP the RESTART 
FLIH checks the CVT indicator and sets a flag 
indicating the ABEND action and passes control to 
the Recovery Termination Manager to execute the 
ABEND action, which allows the recovery routines 
to retry after performing any necessary clean up. 

If the index is equal to 3. the CVT flag is set to 
indicate the TERMINATE recovery option. A signal 
processor instruction indicating restart is then is- 



sued :o tne :=t;.rg Z- :: -t:: - 

~erm;ra::or : Manager :: '- ~ "" :t . r 

T'-.e TERMINATE :-ct*c-r :;^r r s z~ *~- -5 5 v 7 
tenon ,n tra: it ;:es rot arc -a- -f::.f". is *: 

5 *eiry . Resources rwrec - v :~e :a;. : "c : ' 

=re released, arc the ^nt of .vctk .5 = : ■: 
terminate. Return ;s :r? r mace to re ca.ir' 

if :re ;noex s rcuai :o + A -erra;e C z -iz: . ■ 
ery (ACR) is \maiec for :re * antra CP s -:• 

■ 0 anon is erfecteo Oy tr.e ze : .ez:-~z z:za$zz r : ~_- 
!ating the rece:ct of a ma furc::cr =:en ~'±"^z: z ~ 
from the railing CP wmcn initiates ac::o r s -esu t 
:n taxing this CP off-ire. 

5-WAY EXAMPLE 

Figure 4 illustrates Excessive Scm L:cc Re- 
covery processing active m a 6-WAY MP system. 

20 with two independent excessive spin loops: me first 
involves CPs 0. 1 and 2 all waiting for a resource 
held by failing CP 3; the second involves CP 4 
waiting for a resource heid by failing CP 5. The 
example shows: 

25 i. Simultaneous resolution of indecencent 

ESLs 

2. Correct progression through the hierarchy 
of recovery "actions for each ESL taking increas- 
ingly severe action when previous action faiiec to 

30 resolve the problem. 

3. Pacing of actions taken for related ESLs 
(multiple CPs soinning on the same failing CP). 

At times. T, T + 2. and T + 3. the waiting CPs 
(0. 1.2 and 4) request the needed resource of CP 

2S 3 or 5. At T + 10. CP 0. noticing that an ESL 
interval (here, 10 seconds) has elapsed *ithcut 
obtaining the resource, calls ESLR processing, 
which sets the CP 3 index to 1 and saves the time 
of this ESLR processing (T+10.1) in the LAT field 

*io for CP 3 (figure 2B at 26). and LASTDT (28). and 
then returns to the caller who continues to son (as 
indicated in figure 3. since this is the initial, detec- 
tion). At T + 12. CP 4 detects an ESL. calls ESLR. 
which sets the CP 5 index to 1 and saves the time 

45 (T+ 12.1) in LAT entry for CP 5 (26) and LASTDT 
(28). and then continues to SPIN (fig. 3). Simulta- 
neously at T + 12. CP 1 detected an ESL. and 
invoked ESLR • which immediately returned since 
ESLR was already active on CP 4 (see fig. 2A at 

so 21). At T+ 13, CP 2 detected its ESL called ESLR, 
which takes no recovery action since one was 
taken for this failing CP (CP 3) within the last ESL 
interval (see fig. 2A at 22). Trie time (T + 13.1) is 
saved in LASTDT (28). At T + 20.1 . another ESL 

55 interval having passed for CP 0. ESLR is again 
invoked: since no action was taken for failing CP 3 
within the last ESL interval (T+iO.l -T + 20.1) (see 
fig. 2A at 22). a recovery action is taken, tne mcex 
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~ - :: 2': s -a-v5C .r LA 7 :cr C?3 ;25(. ann 
.-S'ZT ■IS/ a: "-22. CP ] izi'-. cetecis tr.e 
r'*r"E::r'" rf arctrer E5L inter*.**:, raits E3LF, 
.■."■•cr :a«es r.c ac::cn since act; en -/as taken r-cr 
CP 2 .vjrhin re cast ESL interval (fig. 2A a: 22V 
~-e ;i-e 7 - 22. u -s savec :n LASTDT (23). Also 
a: 7-22.' C ? - -re:ec:s tne -excira:;on cf an ESL 
"te'vai. ca:ls ESLR. *.vr,;cn immediately returns 
3;rce ESL. 3 >s a:reacy running cn CP 1 ;f:g. 2A a: 
2i). At 7 -23.1, CP 2 notes the passing of an ESL 
rtervai. ;a:is ESLR. which ;3Kes no action since 
action a- as taken for CP 3 within tne 'as* ESL 
Tterva; .f;g. 2A at 22). The ume (7*23.2) is saved 
;n LASTDT (23). At time 7*30.2. CP 0 detects the 
passage of anctner ESL interval (the ABEND Sig- 
nalled to CP 3 at Tt20.2 has not resolved the 
prcciem on CP 3). calls ESLR, which, since no 
action was taken for CP 3 within the last ESL 
r.tervai. increments CP 3's index (fig. 3 at 31) to 3. 
then signals "Terminate'* to CP 3 (33). Time 
(T + 20.3) is savea in the LAT entry for CP 3 (26) 
ana in LASTDT (28). Note that in this example, the 
Terminate action against the unit of work on CP 3 
resoives the spin loop on CPs 0, f and 2. At 
T + 22.1 CP 4, detecting the expiration of another 
ESL interval (T*22.1 - T + 32.1) calls ESLR. ESLR, 
realizing that no action was taken for CP 5 within 
the last ESL interval (T + 22.1 -T + 32.1; LAT for CP 
5 is T+12.1). but there was an ESL detected 
against some CP within the last two ESL intervals 
(fig. 2A at 23), ESLR increments the maex asso- 
ciated with CP 5 to 2 (fig. 3 at 31) and signals 
ABEND to CP 5 (32). The time (T + 32.2) is saved 
in LAT. for CP 5 (26), and in LASTDT (28). in the 
examoie. the ABEND action against the unit of 
work on CP 5 resolves the spin loop on CP 4. 



Claims 

1 . In a multiprocessing system complex com- 
prising at least two processors, an operating sys- 
tem, and resources shared among processors, a 
method for recognition of and recovery from exces- 
sive spin loops by the operating system compris- 
ing: 

A) detecting, by a detecting routine in a first 
processor, that said first processor has been in a 
spin loop requiring a resource held by a resource- 
holding routine in another processor for a fixed 
time period; 

B) identifying a target processor in said sys- 
tem complex as a target for responsive recovery 
action; 

C) performing no responsive recovery ac- 
tions if a bypass indicator set by a routine in said 



Heccrc crrce ssor sc reicates: 

0) automatically z-Br:r~;rz ' £a.: •:• :-' 
erocesscr zre or a Hierarchical -ec.rria :■ - — 
izzr.swe crcgrarrT.ee recc-.erv actions ; 5=c : . - 
5 cass mc;catcr .5 erf; 

E) continuing to .certify zziC :a. r ;e: i~ : ■; 
cerfor.T sucseouent r.!erarcn>cai -ecc-very izwzn 
rcr saia target crccessor jr::! said tarce: c-roces;-.- 
;s no ^cr.cer so icer;;nsc as sasc target: 

F: ccr.tinurc to so cetect tre ~c c-.r.-z: ;•' i- . 
or said resources ; cr saic nxec tire cercc arc :: 
identify target prccesscrs anc eerier tarce; 
processor-specific hierarchical recovery actions -rv 
til all cf saic resources are accused oy an ze:ez:- 
■ s ing processors. 

2. The metnod cf caim \ ;r. .vhicn a ==_cse- 
puent one of saia recovery actions in said nerar- 
cnical secuence is performed for said target pro- 
cessor oniy if an immediately oreceding one of 

20 said hierarchical recovery actions nas oeen cer- 
formed for said target processor :cnger ago tnan 
one of said fixed time periocs. 

3. The method of claim 2 in which said subse- 
quent action in said hierarchical sequence is per- 

25 formed if there has been said detecting of one of 
said spin loops requiring one of said resources 
held by any of said processors in said muitioroces- 
sing complex within two of said fixed time periods, 
and in which an initial one of said hierarchical 

30 „ actions is performed otherwise. 

4. The method of claim 3 in wnich said hierar- 
chical seouence comprises the action of aonor* 
maily terminating said routine in said target proces- 
sor in a manner that permits a resource-holding 

jS routine in said target processor to resume normai 
execution after cleanup. 

5. The method of claim 3 in which said hierar- 
chical sequence comprises the actions of: 

A) continuing to wait for said resource to be 
40 released for a second fixed time period; 

3) abnormally terminating a resource-holding 
routine in said target processor in a manner that 
permits said routine in said target processor to 
resume normal execution after cleanup; 
as C) terminating said resource-holding routine 

in said target processor in a manner that does not 
permit said routine in said target processor to re- 
sume normal execution; 

D) removing said target processor from said 
so multiprocessor system complex. 

6. The method of claim 3 in which said hierar- 
chical sequence comprises the following actions, in 
the order listed: 

A) continuing to wait for said resource to be 
ss released for a second fixed time period; 

B) abnormaily terminating said resource- 
holding routine in said target processor in a man- 
ner that permits said routine in said target proces- 
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" -"~ a , r .sra::rc saic :sscLfC8-c cm :c--:ir* --'C<ec m re :rcer -.5 

r sa:= :ar:e; cr::sssar .r. a r.arrer :-.at ::es ret :s-;et srecssssr. ! :--e " ss.: 

:err:: sa:c .'cu::n5 r ssiC targe: =::ces3cr :c re- ••exec 'ess recent!,- :rar ss.c * r . 

£jne ~:mai e^ec-ticr; - :s .. .ce^.L. ..lc. ......... 

^. rer-.cvirc sa:c target orccasscr irom saiG 1 1 • The ^ecr.an-srr. ;r rai-n ■ . — 

^L.:::rccesscr svstem ::mciex. P-'S'rg *ear.s :cr :a,s.rg a s-jecess.-.e 

- s -■■jrr'ccess.nG svstem ::nc:ex cor- cf saic son coc : ixec '-^e zerzz ?c ' 

-:c r - st'eas: :*o crccessors. an operate sys- cetectxn to .nvcxe a secLer::a. -eccer. 

\1 \ r ~ resources srarec among processors, a for saiC identifies target crcessc- 

-ecrar.sm for recccmticn of ana recovery from cess;ve detection cccurs .-:-;r. 2 -».xf: : 

excessive so;n :cccs oy the operating system com- va>s cf saic onor cetecnen 

ensmg: 

A) selection means for selecting that a first 
crcsesscr -as ceen m a scm loop 'ecuinr.g a ?s 
-esource neid cy a routine m a seconc crccesscr 
; cr a fixec time cerioc: 

3) icentificaticn means for identifying a tar- 
get processor m saia system complex as a target 
for resocnsive recovery action wren said cetecting 20 
means selects saic spin loop: 

Cj a processor-bypass incicator associated 
with each of saia processors ana having an "on" 
setting and an "off" sening, said bypass indicator 
being set to said "on" setting when an exempt 25 
routine is executing in said processor associated 
with said "on" bypass indicator: 

0) responsive recovery means for freeing 
saio resource held by said target processor only if 
saic prccessor-byoass indicator associated with zo 
saic target processor is "off". 

3. The mecnanism of claim 7 in which said 
resocnsive recovery means comprises a Hierarchi- 
cal set of recovery functions, wmch further com- 
ense an £ = ENC-*r;cgermg function for causing a 35 
-esou':e-'rc;rg routine executing m said target 
orc:e:i:r acrcrmaily terminate, allowing retry. 

: --=. mecnanism of claim 7 in which said 
.*es::-s *e -ecovery means comprises a nierarchi- 
ca- :3t :f 'ecovery functions, said functions com- 10 

~ ±) a soin function for permitting said first 
c:c:esscr to remain m said spin loop for a second 

f.xeo :;me oenoo: 

3) an ABEND-triggehng function for causing -5 
a -e^curce-hoiding routine executing in said target 
o.-ccessor to abnormally terminate, allowing retry: 

C) a TERMlNATE-triggering function for 
causing a resource-holding routine executing in 
said target processor to terminate without retry; 

D) an ACR function for removing said target 
processor from said multiprocessor system com- 
plex. 

10. The mechanism of claim 9 further compris- 
ing means for causing successive detections of 
said spin loop fixed time periods resulting in iden- 
tification of the same target processor or a different 
target processor to cause invocation of one of said 
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® Systematic recovery of excessive spin loops in an n-way mp environment 



@ A program executing on a first processor in an 
MP configuration awaiting the release of a resource 
held by another processor, detects the expiration of 
a fixed time interval, and initiates a hierarchy of 
recovery actions designed to cause the resource to 
be freed. These actions, targeted at a processor 
believed to be the one currently holding the re- 
source, are taken only if that processor is not ex- 
^iecuting an -exempt" routine. The actions, taken m 
order of increasing severity, are: wait for a second 
CD fixed time interval; terminate the routine on the 
resource-holding processor, allowing retry; terminate 



CO 

in 



the routine without allowing retry; invoke Alternate 
*~ CP Recovery. The hierarchy is escalated against the 
jjjj target processor until that processor releases the 
resource, and against other processors in the con- 
figuration until the resource is acquired by the first 
Q, processor. These actions may proceed in parallel for 
LU multiple detecting and target processors within an 
MP environment. 
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NO 



NO 



INDEX 
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RETURN (SPIN) 
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SET ABEND INDICATORS 
AND SIGNAL "ABEND "TO 
FAILING CP 



RETURN 
(ABEND ) 
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SET TERM INDICATORS 
AND SIGNAL"TERM"TO 
FAILING CP 



RETURN 
(TERM) 



•SIGP RESTART 
TERM 



INITIATE ACR 
FOR FAILING 
CP 



RETURN 
(ACR) 



E? 0 351 536 A2 







2: 




















o 


u\ 


il 


1 ■ 










o 




-1 






i 




< 


< 


u 


2 


u 


< 



/-V i 



— ! 

< LLi 

u cr 



_ < 



< LJ 

u < 



O 

O ^ 

< 



cr _! 

_j cr 

in i_Li 

UJ \A 



< LU 

u cr 



cr z: 
-J c 

Ll! t— 
u 

H < 
< o 
u 2: 



cr cl 
-j \/\ 
\f\ 11 
u z 
o 



< LJ 
U < 



00 c\j cm rn m 

4- + 



cj m — — ' 



cr -z: 
-J o 









Ld 


1— 










u 








1 ■ 


< 








< 


0 








u 


-z. 




cr 


2: 








-i 


0 








w\ 










uj 












u 








— j 


< 






Q 
2: 


Al 


0 








u 








CCCO 










_!< 










LTl II 




















O 






























<u 










u< 










— C\i 








CM 








• 


• 


0 0 


CM 


CNJ 


rn 


rn 


CM C\J 


00 


C\J 


cm 


00 


+ + 


+ 


«- 


+ 


■+■ 


1— H- 


1— 


1— 







or' a 

UJ 2 

, o 



u 



CM 


m 




CM 


• 

0 


0 


CM 


CM 


m 


m 


ro 


m 


+ 




■4. 













